PWN-UserManager
[image: ]
[image: ]
[image: ]
[image: ]
[bookmark: _GoBack]可以看到，Delete函数存在UAF漏洞，就和题目提示说的一致。
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allfine@ALF:/mnt/c/Users/3u831/Desktop$ file login

login: ELF 64-bit LSB pie executable, x86-64, version 1 (SYSV), dynamically linked, interpreter /lib64/ld-linux-x86-64.s
0.2, for GNU/Linux 3.2.0, BuildID[shal]=@adcd469eU40al2166088Ub3dd007ce25fe3f8395d, with debug_info, not stripped
allfine@ALF:/mnt/c/Users/3u831/Desktop$ checksec ——file=login

RELRO STACK CANARY NX PIE RPATH RUNPATH Symbols FORTIFY Fortifie
d Fortifiable FILE
Full RELRO Canary found NX enabled PIE enabled No RPATH No RUNPATH 87 Symbols No [¢] 2

login
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IDA - login C:\Users\34831\Desktop\login
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Register Lte
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free ext
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{
if ( users[id] )

{
}

else

{

puts("User already exists!");

puts("Input the password length:
__isoc99_scanf("%d", &size);
if ( (unsigned int)size > @x10@ )
{
puts("Illegal length!");
}
else
{
buf = (char *)malloc(size);
if ( buf )
{
puts("Input password:");
read(@, buf, size);
tmpuser = (user *)malloc(@x18u);
tmpuser->p = (Void (*)(const char *))show;
tmpuser->data = buf;
tmpuser->size = size;
users[id] = tmpuser;
puts("Register success!");
}
else
{
puts(“malloc error!™);
}
}

}
}

else

{
puts("Wrong id!\n");

}

53 }
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1 void _ cdecl Delete()
BREETR B’ 2 {
_init_proc Lir 3 int id; // [rsp+4h] [rbp-Ch] BYREF
sub_790 -pl 4 unsigned __inté4 vi; // [rsp+8h] [rbp-8h]
_free -pl 5
_puts -pl - .
" stack chk fail ol ® 6 \./1 = __readfsqword(@x28u);
_memset p1 ® 7 id=8;
_read .pl ® 8 puts("Input the user id:");
_strcmp .pl ® 9 __isoc99_scanf("%d", &id);
_malloc -pl ® 10 if ( (unsigned int)id < @xA )
_setvbuf ol o1
—1s0c99_scanf ol g 15 if (users[id] )
__cxa_finalize -pl
13 {
_start Lte .
deregister_tm_clones e 18 free(users[id]->data);
register_tm_clones cte 15 free(users[id]);
__do_global_dtors_aux .te ® 16 puts("Delete success!");
frame_dummy . te 17 b
init -te1g else
menu L te
19 {
show -t o 20 puts("No such user!");
Register L te
Login e 2L }
R Ste 22}
HE L te 23 else
main Lte 24 {
__libe_esu_init (te o 25 puts("Wrong id!");
__libe_csu_fini . te 26 3}
_term_proc Wi
free = * 7P
puts ext
__stack_chk_fail ext
memset ext
read ext
__libe_start_main ext
stremp ext
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